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What is a “Primitive Type?”

{int, long, char, string ...} < Primitive Type < {.doc, .jar, .exe ...}

Demo



Archive Files
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Executables

grep (elf file format)



dynamic libraries
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System Memory
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Network Traffic
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grep, strings, hex editors
are insufficient



Why

~acilitate deep understanding
Reversing

~uzzing

Memory forensics

General forensics

Memory mapping

Interactive filtering
Automated assistance




0400-07FF
0800-9FFF
8000-9FFF
AOOO-BFFF
AOOO-BFFF
COOO0-CFFF
DO000-DO2E
D400-D41C
D800-DBFF
DCOO0-DCOF
DDOO-DDOF
DOOO-DFFF
EOOO-FFFF
EOOO-FFFF
FF81-FFF5

One Motivation

1024-2047
2048-40959
32758-40959
40960-49151
49060-59151
49152-53247
53248-53294
54272-54300
55296-56319
56320-56335
56576-56591
53248-53294
57344-65535
57344-65535
65409-65525

Screen memory

Basic ROM memory

Alternate: Rom plug-in area

ROM : Basic

Alternate: RAM

RAM memory, including alternate
Video Chip (6566)

Sound Chip (6581 SID)

Color nybble memory

Interface chip 1, IRQ (6526 CIA)
Interface chip 2, NMI (6526 CIA)
Alternate: Character set

ROM: Operating System

Alternate : RAM

Jump Table



0400-07FF
0800-9FFF
8000-9FFF
AOOO-BFFF
AOOO-BFFF
COOO0-CFFF
D0O00-DO2E
D400-D41C
D800-DBFF
DCOO0-DCOF
DDOO-DDOF
DOOO-DFFF
EOOO-FFFF
EOOO-FFFF
FF81-FFF5

Concept

1024-2047
2048-40959
32758-40959
40960-49151
49060-59151
49152-53247
53248-53294
54272-54300
55296-56319
56320-56335
56576-56591
53248-53294
57344-65535
57344-65535
65409-65525

ASCII Text (English)
Pointer Table
Variable Length Array
Compressed Data
Unicode (Basic Latin)
Unknown Region
Repeating Value (OxFF)
Encrypted Region (AES)
PNG Image

JavaScript

Encrypted Region (RSA Key?)
Unknown Region

BMP Image

Unicode (Hyperlinks?)
Repeating Value (0x00)



Another Concept
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IDA Wigw-d, | Hex View|Campressed|Encaded | Bitmaps |Audio | Stringsl ﬂ Structuresl En Enumsl
E DA Yiew-A
: |- text :4ADBS BUG
i StexbohADRSENG 5 TTTTICOOTETOOTY S W B R O U B OE N B DT O r e ey e
: text:4ADAS B4G
| -text :4ADAS BL4G
i -text I 4ADBS 046 public start
| -text:4ADBS 046 start proc near
: * text:L4ADBSBLAG push 28h
I * .text:i4ADASALE push offset dword_4ADB5168
: * _text:4ADBS 84D call sub_4ADB161A
| * _text:4ADASAS2 ®or edi, edi
: * .text:i4ADASASY push edi ; lpHoduleHame
| * _text:-4ADBSB5S call ds:GetHoduleHandlen
i * _text:4ADBSB5E cmp word ptr [eax], SA4Dh
; * .text:4ADB5 060 jnz loc_4ADBS159
i *_text:t4ADBSB6G mou ecx, [eax+3Ch]
| * _text:4ADASB6D add eC¥X, eax
: * .text:4ADBSBGE cmp dword ptr [ecx], 4558h
: * .text:4ADBSB71 inz loc 4ADAS159 s
1| | 3
Marking typical code sequences... ﬂ
Flushing buffers, please wait...ok
File 'C:swDocuments and settingshsroorhDesktophdatasetshBinary Wiz sampleshwcomd.exe' is5 successtully loaded into
Compiling file 'C:wProgram FilessIDAMidchida.idc'...
Executing function 'main'...
Compiling file 'CisProgram FilessIDaNidchwonload.ido'...
Executing function 'OnLoad'...
IDA 15 analysing the input file...
TOou may start to explaore the input Tile right now,

The initial autoanalysis is finished.

au: idle [pown  [Disk: 712GE 00004446 |00000OO04ADOSO4E:! ket skart W




Another Concept
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Potentially Overwhelming Complexity
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http://hopl.murdoch.edu.au/images/genealogies/tester-endo.pdf



A Closer Look




History of Categorizing Nature

http:/en.wikipedia.org/wiki/File:HMS_Beagle_by_Conrad_Martens.jpg



Design Choices

When are we talking about more than a data type?
— (e.g. int, long, char... vs. a primitive type)

We can’t identify every primitive type after the fact, but...
Less about files and more about fragments
— (i.e. headers and payload are distinct fragments)

Layer transformations

— e.g. multiple applications of encryption, compression,
and/or encoding

Coping with artifacts



Primitive Types Overview

Text Inspiration

Image

Audio

Video

Application

Random

Encrypted

Repeating Values / Padding
Other Compressed

Other Encoded

Other y

RFC 2046 - Multipurpose
Internet Mail Extensions (MIME)
Media Types
— text, image, audio, video, and
application
Internet Assigned Numbers
Authority
— registered basic media content
types
Sweetscape Software
— 010 binary template archive
FILEXxt file extension database

File format specifications
— especially container file formats

Object Linking and Embedding
documents



As you see these examples
consider how we could
algorithmically identify each type
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Digraph View



Digraph View

0,1, . . 255

Byte 0
Byte 1

Byte 255

See also Michal Zalewski’s “Strange Attractors and TCP/IP Sequence Number Analysis” work.



ASCIl Encoded English Text

255 Sample
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Bitmap from process memory

Bitmap from .omp



Bit Map

0 255 Sample

255 0 255



Another Bit Map

0 255

255 0 255



Nested Primitive Types

See http://en.wikipedia.org/wiki/Steganography



Example .NET Image Formats

Format8bpplndexed

Format16bppGrayScale

Format16bppRgb565

Format1bpplndexed

Format24bppRgb

Format32bppArgb

Format48bppRgb

Format64bppArgb

Specifies that the format is 8 bits per pixel, indexed.

The pixel format is 16 bits per pixel. The color information
specifies 65536 shades of gray.

Specifies that the format is 16 bits per pixel; 5 bits are used
for the red component, 6 bits are used for the green
component, and 5 bits are used for the blue component.

Specifies that the pixel format is 1 bit per pixel and that it
uses indexed color. The color table therefore has two colors
in it.

Specifies that the format is 24 bits per pixel; 8 bits each are
used for the red, green, and blue components.

Specifies that the format is 32 bits per pixel; 8 bits each are
used for the alpha, red, green, and blue components.

Specifies that the format is 48 bits per pixel; 16 bits each
are used for the red, green, and blue components.

Specifies that the format is 64 bits per pixel; 16 bits each
are used for the alpha, red, green, and blue components.



Audio
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44.1 KHz, 16 bit per sample, PCM encoded audio (.wav)



Audio (.wav)
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Compressed Audio




A Closer LookK...

Sample

255

255

255



Compressed Audio




Dot Plots

* Jonathan Heliman’s to be or not to be
“Dotplot Patterns: A o e -
_iteral Look at
Pattern Languages.” be . .

» Dan Kaminsky, CCC or .

& BH 2006 not .
O | e °
be e ®

Figure 2: Six words of Shakespeare.
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DotPlot Examples

abcdefghiabcdefghi

a) Squares.

b) Diagonals.

Images: Jonathan Helfman, “Dotplot Patterns: A Literal Look at Pattern Languages.”




Sliding Window DotPlot

Byte 0, Byte 1, ... Byte N

Byte 0

Byte 1 500x500

Byte N



But there Is structure...




But there Is structure...







Compressed AVI

Key Frame

Key Frame




Windows PE

calc.exe



Windows PE

calc.exe

ISIc




Windows PE
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cmd.exe



Windows PE

lext

.data

Ll

ISIc

cmd.exe



Machine Code

(Windows PE cmd.exe)

0 255 Sample

255 0 255



Data Structures

Microsoft Word 2003 .doc

Windows .dll Neverwinter Nights Database



Packing (UPX)




Sequence of random bytes



Encrypted




Compression (Deflate)
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Encoding
(Baseb64 Windows PE)




Repeating Values

" "

Blocks of repeating OxFF values



random

encrypt (AES256/text)
compress (bzip2/text)
compress (compress/text)
compress (deflate (png)
compress (LZW (gif) / image)
compress (mpeg/music)
compress (jpeg/image)
encoded (base64/zip)
encoded (uuencoded/zip)
machine code (linux elf)
machine code (windows PE)
bitmap

text (mixed)

127.40
127.47
126.68
113.72
121.78
113.75
126.26
130.76

84.46

63.71
116.42
107.39
156.47

88.52

Average Byte Value

c
2.34
2.31
4.23
8.87

12.94
8.23
7.22

12.77
0.74
0.69

14.97

18.46

69.12
7.48

Shannon Entropy
o

9.98 0.01
9.98 0.01
9.98 0.01
9.96 0.05
9.71 0.70
9.94 0.05
9.87 0.44
9.73 0.88
9.76 0.02
9.70 0.02
7.61 0.44
8.06 0.73
6.22 3.62
7.43 0.24



Shannon Entropy

10

base6.4(ZiP) - l- AES256

u bzip2
compress (text)
deflate (png)
LZW (gif)
mpeg (mp3)
compress (jpg)

H
uuencoded (zip)

N
machine code (PE)
=
L] machine code (elf)
ASCII text
bitmap B
50 20 90 110 130 150

Average Byte Value

170



Analysis

Bitmap diversity

Data structure diversity
High entropy primitive types
Transformations

Minimum size

Obfuscation

— J. Mason, S. Small, F. Monrose, G. MacManus. English
Shellcode. In the proceedings of the 16th ACM Conference on
Computer and Communications Security (CCS), Chicago, IL.
November 2009.

— http://www.cs.jhu.edu/~sam/ccs243-mason.pdf



A Visual Study of Primitive Binary Fragment
Types

Cregory Conti? Sergey Bratus, Anna Shubinaf
Andrew Lichtenberg? Roy Ragsdale, Robert Perez-Alemany,
Benjamin Sangster, and Matthew Supan*

July 4, 2010

Abstract
We argue that visual analysis of binary data objects such as data

files, process memory, and file P 1 as !

ictions helps distingui: lly different regions of data and thus
facilitates a wide range of analytic tasks such as fragment classification,
PR T R S P SR e PSR o R ST T
require an understanding of the “primitive” data types the objects contain.
Wi B thast, chim o S higrh wisl valao of thi ditn; frasbabion,
such visual lysis is an invaluable help in low-level study of binary data
objects and in understanding their structure, and that tools for such visual
analysis belong in the toolkit of every researcher studying binary data.

In an effort to facilitate development of such tools, this paper presents
a visual study of binary fr: ts created by kinds of soft
and offers a descriptive taxonomy of primitive binary fragments and their
graphical depictions. Although significant research has gone into the study
of binary fragments, the depth and breadth of this study to date has been
limited. Thus the primary contribution of this paper is an extensible
and visual taxonomy to assist and inform L fucting low-level
I e PR e R

1 Introduction

Binary data is central to the modern computing paradigm and exists in large,
complex objects such as process memory, file systems, network flows, as well
as in data and executable files. In many cases, however, these ohjects are




Tahle . Taxonomy of Prinvitive Binary Fragneent Types

Ervrypted




Primitive Types Summary

Text

Image

Audio

Video

Application
Random

Encrypted
Repeating Values / Padding
Other Compressed
Other Encoded
Other



Future

Automated identification

Classification / Clustering / Data Mining
Segmentation

Incorporating semantic information (i.e. file format)
Probabilistic insights (i.e. A frequently follows B)
Extending set of primitive types

Toward memory mapping

Feedback welcome...
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